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Abstrak 

Latar Belakang Umum Jaringan saraf dalam telah mencapai kesuksesan luar biasa dalam 

penglihatan komputer, namun tetap rentan terhadap overfitting dan keterbatasan data. Latar 

Belakang Khusus Jaringan Adversarial Generatif (GAN) menawarkan kerangka kerja untuk 

menghasilkan gambar sintetis beresolusi tinggi melalui pelatihan zero-sum kompetitif antara sub-

jaringan generator dan diskriminator. Kesenjangan Pengetahuan Namun, dampak langsung dari 

augmentasi generatif terhadap generalisasi jaringan dan ketahanan adversarial dalam kondisi 

berisik memerlukan kuantifikasi empiris yang ketat. Tujuan Penelitian ini mengevaluasi 

bagaimana integrasi sampel sintetis generatif ke dalam alur pelatihan meningkatkan akurasi 

klasifikasi dan ketahanan jaringan saraf. Hasil Penggunaan gambar yang ditambah ke dalam 

pelatihan CIFAR-10 meningkatkan akurasi klasifikasi dari 89,7% menjadi 94,3%, sekaligus 

meningkatkan ketahanan terhadap serangan adversarial FGSM, PGD, dan CW. Inovasi: Sebuah 

arsitektur evaluasi terpadu yang menggabungkan formulasi penalti gradien Wasserstein dengan 

pengujian data berisik telah dikembangkan. Implikasi: Temuan ini menunjukkan bahwa data 

sintetis generatif secara efektif mengatasi keterbatasan data dan menstabilkan penerapan 

pembelajaran mendalam dalam lingkungan operasional yang tidak dapat diprediksi. 

Kata Kunci: Jaringan Adversarial Generatif, Jaringan Saraf Tiruan, Augmentasi Data, Data 

Sintetis, Ketahanan Adversarial 

 

Abstract 

General Background Deep neural networks achieve remarkable success in computer vision but 

remain susceptible to overfitting and data scarcity. Specific Background Generative Adversarial 

Networks offer a framework to produce high-fidelity synthetic images through competitive zero-sum 

training between generator and discriminator sub-networks. Knowledge Gap However, the direct 

impact of generative augmentation on network generalization and adversarial robustness under 

noisy conditions requires rigorous empirical quantification. Aims This study evaluates how 

integrating generative synthetic samples into the training pipeline enhances neural network 

classification accuracy and resilience. Results Incorporating augmented images into CIFAR-10 

training improved classification accuracy from 89.7% to 94.3%, while simultaneously increasing 

resilience against FGSM, PGD, and CW adversarial attacks. Novelty A unified evaluation 

architecture combining Wasserstein gradient penalty formulations with noisy data testing is 

established. Implications These findings demonstrate that generative synthetic data effectively 

mitigates data limitations and stabilizes deep learning deployment in unpredictable operational 

environments. 

Keywords : Generative Adversarial Networks, Neural Networks, Data Augmentation, Synthetic 

Data, Adversarial Robustness 

 

Introduction 

 networks have played a pivotal role in the transformation of several fields enabled by  
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annotating data can be both costly and labor-intensive [13]. In fields such as 

acceptance. Issues such as bias in AI, data privacy, and the potential 

rigorous evaluation and mitigation strategies to ensure fairness and equity. 

 

  

 ]. This transformative technology has enabled new applications across 

multiple on, natural language processing, and autonomous systems [2]. In 
 

 accuracy and efficiency [3]. In natural language processing, they 
 

 

 drones, and other autonomous systems to ope 
 

 successes, neural networks face several inherent challenges that  
 

 resource-intensive, 

necessitating vast amounts 

 barrier for researchers and organizations with  
 

 

 semi-supervised, unsupervised, and transfer learning techniques to address 
 

 

 the interpretability and transparency of neural networks. Often described  
 

 explainability, such as healthcare and finance. Efforts to develop interpretable 
 

 

 

 protection. Ensuring compliance while leveraging data for training requires  
 

 emerging concern, as the energy consumption associated with extensive computation 
 

 hardware accelerators such as TPUs and GPUs to reduce this footprint. Despite 

these  

 and ML, with ongoing research striving for more efficient, 

interpretable,  
 

ounds these problems, as a limited dataset fails to encompass the entire  
 

 causing instability and unreliable performance. Additionally, the scarcity 

of 

applications. These challenges necessitate the development of advanced techniques 

to  
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generalize well to unseen data, effectively providing access to a much larger 

data scarcity and imbalance, providing a richer and more diverse dataset for neural 

exploring their impact on different performance metrics. By leveraging the strengths 

adversarial modelling. Achieving the best possible results in machine learning research 

sometimes infeasible, particularly in specialized or emerging fields. GANs address 

 Networks (GANs) offer a way to sidestep both the risk of overfitting  
 

 Goodfellow and colleagues in 2014, employ a generator that does not merely 
 

 networks — a generator and a discriminator — together form the GAN. The generator 
 

 generated data resembles real data. It is this adversarial training procedure that drives 

the  

 bottleneck, a well-trained generator can effectively extend the dataset, leading 
 

 

 

 of Generative Adversarial Networks with neural networks offers substantial  
 

 

 within the neural network, enhancing its performance across metrics such as  
 

 

 

 

 Adversarial Networks (GANs) are introducing a new dimension to the interplay with  
 

 industrial standards. This synergy is notable because GANs are particularly  
 

 

 

 

 

richness 

generate 

purposes: increasing the amount of data and stimulating greater diversity and 

practical applications. In image recognition, for example, GANs have been used to 

better and increase their accuracy [7]. Medical imaging is one such 

area, where annotated 

of cases. GANs have 

performance of applications such 

 

tasks such as text generation, sentiment 

 

GANs allow neural networks to learn from a wider range 

imitate human speech patterns, thereby boosting the 

neural networks for natural language processing 

 

 

 benefits, integrating GANs with neural networks is not without difficulty. A  



39 

Procedia of Engineering and Life Science Vol. 10 No 1 2026 

Fakultas Sains dan Teknologi 

Universitas Muhammadiyah Sidoarjo 

 

 

 

 

 

networks 

problems 

functions, regularization 

it from real data, and a careful balance must be struck so that both 

architectural choices, and training protocols [11]. GANs also suffer from 

dataset; researchers have proposed various loss 

 

are often substantial, which may limit their 

adoption in resource-constrained 
 

 

effectiveness, further extending the power of neural 

 

learning research, offering considerable scope for addressing 

 

GAN stability, efficiency, and 

promising area of machine 

 

 
 

 of GAN training is the use of synthetic data to augment existing datasets, producing  
 

 

 

volumes 

responsiveness 

samples 

costly, such as medical imaging or autonomous driving, where obtaining large 

comprehensive, covering a broader variety of features and patterns and improving 

can also help address class imbalance by generating additional 

 training is a central component of GANs, pushing neural networks to adapt as data passed 
 

 
 

 

Through 

 

ability [19]. Prior 

where reliability is 

time, the discriminator adapts to better distinguish real from generated data [18]. 

processing new and unseen data, thereby improving generalization 

robustness — advancements that are critical for applications 

accurate predictions, making them more 

useful and reliable across  

2.3. Applications and future directions 
 

 

 

 

 

 

 

3. Methodology 
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The generator takes random noise as input and produces synthetic data 

updated in an interleaved, iterative process, guided by a loss function that measures 

and characteristics. After verification, the synthetic data is concatenated with 

networks are evaluated in terms of accuracy, robustness, and generalization, 

 

 
 

  
 

 

machine-learning 

batch, or by pre-training 

essence, the methodology 

 

neural network. This augmented dataset helps overcome common 

example, by mixing synthetic and real data within each training 

network, further enhancing performance. In 

 

producing models that perform better across a range of tasks. 

3.1. Design and training of the GAN model 
 

 

 

 seeks to maximize it by more accurately identifying generated samples as fake 
 

 from real data, thereby achieving high realism in the synthetic  
 

 model is trained, it can be used to generate synthetic data samples. This  
 

 

 supplies a larger and more varied set of training examples, helping to reduce 
 

 

 

 the synthetic data into neural network training involves generating an augmented  
 

 

 neural network trained with GAN-augmented data is significantly more 

performant  

 

3.4. Data description 
 

 colour images across 10 classes, with 6,000 images per class. It contains 50,000 training 
 

 making it well suited for comparing model performance. Synthetic images 

generated  

 order to preserve the integrity of the standard CIFAR-10 distribution 

while supplying a  

generator learns to produce increasingly realistic data until the discriminator can no longer reliably tell 
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