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Abstract. This study addresses security challenges in distributed networks, particularly in IoT and healthcare 

systems, where data breaches, latency, and scalability issues remain critical concerns. General Background: 

Distributed environments increasingly face cyber threats and limitations of centralized security models. Specific 
Background: Blockchain technology offers decentralized validation, immutability, and transparency but suffers from 

performance and scalability constraints. Knowledge Gap: Existing solutions lack integrated frameworks combining 

efficient consensus, encryption, real-time analytics, and empirical validation in large-scale and real-world 

environments. Aims: This study proposes a blockchain-based security framework integrating Proof-of-Authority 

consensus, AES-256 encryption, smart contracts, and AI-driven threat detection. Results: Experimental evaluation 

through simulations and a hospital deployment with 250 IoT devices shows data integrity up to 98%, latency reduced 

to 23 ms, and attack detection time of 35 ms, outperforming centralized systems despite moderate energy increase. 

Novelty: The framework uniquely combines PoA, AI analytics, and smart contract automation within a scalable 

architecture validated in real-world scenarios. Implications: The findings support deployment in critical sectors such 

as healthcare and smart energy, providing a reliable and transparent approach to secure data transmission in 

distributed networks. 
Keywords: Blockchain Security, Distributed Networks, IoT Data Protection, Proof-of-Authority, Threat Detection 

 
Abstrak. Penelitian ini membahas tantangan keamanan dalam jaringan terdistribusi, khususnya pada sistem IoT dan 

kesehatan, di mana kebocoran data, latensi, dan masalah skalabilitas tetap menjadi perhatian utama. Latar 

Belakang Umum: Lingkungan terdistribusi semakin sering menghadapi ancaman siber dan keterbatasan model 

keamanan terpusat. Latar Belakang Khusus: Teknologi blockchain menawarkan validasi terdesentralisasi, 

ketidakubahaan, dan transparansi, namun memiliki kendala dalam hal kinerja dan skalabilitas. Kesenjangan 

Pengetahuan: Solusi yang ada saat ini tidak memiliki kerangka kerja terintegrasi yang menggabungkan konsensus 

yang efisien, enkripsi, analitik waktu nyata, dan validasi empiris dalam lingkungan berskala besar dan dunia nyata. 

Tujuan: Penelitian ini mengusulkan kerangka kerja keamanan berbasis blockchain yang mengintegrasikan 
konsensus Proof-of-Authority, enkripsi AES-256, kontrak pintar, dan deteksi ancaman berbasis AI. Hasil: Evaluasi 

eksperimental melalui simulasi dan penerapan di rumah sakit dengan 250 perangkat IoT menunjukkan integritas 

data hingga 98%, latensi berkurang menjadi 23 ms, dan waktu deteksi serangan 35 ms, yang kinerjanya lebih unggul 

daripada sistem terpusat meskipun terjadi peningkatan konsumsi energi yang moderat. Kebaruan: Kerangka kerja 

ini secara unik menggabungkan PoA, analitik AI, dan otomatisasi kontrak pintar dalam arsitektur yang dapat 

diskalakan dan telah divalidasi dalam skenario dunia nyata. Implikasi: Temuan ini mendukung penerapan di sektor-

sektor kritis seperti perawatan kesehatan dan energi pintar, dengan menyediakan pendekatan yang andal dan 

transparan untuk mengamankan transmisi data dalam jaringan terdistribusi. 

Kata kunci: Keamanan Blockchain, Jaringan Terdistribusi, Perlindungan Data IoT, Proof-of-Authority, Deteksi 

Ancaman 
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I. Introduction 

Wide adoption of healthcare and industrial automation / IOT networks has created new critical security and scalability 

concerns. Nowadays, with the increasing number and diversity of networked devices, digital networks are frequently 

being compromised by data breaches, unauthorized access or DoS attacks. Centralised security is ineffective in 

distributed environments as it has single point of failure, congestion and lack scalability. 

These challenges can be well addressed with a decentralized and cryptographically secured substrate such as 
blockchain. Characteristics such as immutability of data, decentralised consensus and tamper-evident ledgers enable 

real-time validation of transactions and decrease dependency on intermediaries. ie.it makes system more robust and it is 

much easier to audit. However, current blockchain implementations are generally met with real-world limitations such 

as higher latency reduction in transaction timeliness (viz., throughput) and scalability challenges on massive 

components. 

The work proposes a security framework using blockchain technology to address the secure, efficient and scalable data 

communication within a networking topology. The solution combines Proof-of-Authority (PoA) consensus, enabling 

fast and unambiguous claim verification, sophisticated cryptographic algorithms for end-to-end privacy preservation 

and smart contracts for automated enforcement mechanisms to ensure security and integrity, while employing AI-based 

threat detection capabilities to learn about attack patterns. We validate the effectiveness of the framework through 

large-scale simulations as well as in real-world pilot deployments. 

This will provide a solution to important limitations that are inherent in existing centralised and decentralised models, 

providing a practical implementation that can adapt according to the specificities of the environment needing data 

security, process openness and compliance. The framework is primarily designed for healthcare, smart energy and 

industrial IoT scenarios where data integrity and real-time response are the key factors. 

scalable, and secure data 

transmission solutions. This section reviews recent literature to 

Recent advances in distributed networks have introduced new security challenges, particularly in 

has explored various blockchain-based 

security models, but most have limitations regarding 

(2017) investigated 

IoT vulnerabilities, noting frequent data breaches and unauthorized access. 

single points of failure. Further, Kumar et al. (2019) provided 

evidence that decentralized 

al. (2020) demonstrated the difficulty of managing access control efficiently in large-scale 

Devetsikiotis (2016) 

reviewed blockchain’s cryptographic structure, emphasizing its ability to 

(2021), evaluated smart contracts for automating network policies 

and reducing manual 

blockchain-based authentication can reduce man-in-the-middle (MITM) attacks. 

secure but 

computationally expensive (Wang et al., 2023). Proof-of-Stake (PoS) improves 

Authority (PoA), discussed by De Angelis et al. (2018), 

enables fast validation and is more 

Lin et al. (2023), suggest that hybrid models may provide better scalability and robustness for 

Despite these developments, research often lacks practical evaluations under real attack scenarios 

of blockchain frameworks, calling 

for broader real-world experimentation. Similarly, Liu et al. 

Security frameworks using blockchain for distributed networks continue to evolve. Patel et al. 

rates but at the cost of added computational 

overhead. Recent works, including Thomas et al. 
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energy consumption in multi-layered distributed systems. They confirmed that smart contract-

Recent pilot projects and real-world deployments have provided new insights. Lin et al. (2025) 

maintaining high data availability even under 

simulated cyberattacks. Similarly, Ahmed et al. 

blockchain for distributed 

network security, yet highlights persistent gaps in scalability, energy 

introducing and evaluating an enhanced blockchain-based framework 

specifically designed for 

3. Proposed Blockchain-Based Security Framework 

Framework Overview 

resilience against cyberattacks. Key features 

include AES-256 end-to-end encryption, smart 

By combining these technologies, the framework provides a robust, scalable, and transparent 

The system consists of four main layers 

 Data acquisition and encryption at the network edge 

 Blockchain layer with PoA consensus for fast and secure validation 

 Smart contract automation for security enforcement 

 AI-based analytics for adaptive threat detection 

Table 1. Architectural Layers and Functions 

Layer Main Functions 

Edge/Data 

Acquisition 

Data encryption, initial 

authentication 

Blockchain/Consensus 
PoA consensus, immutable 

transaction logging 

Smart Contract Layer 
Security automation, anomaly 

detection 

AI/Analytics Layer 
Threat analytics, adaptive policy 

updates 

isolation or access restrictions. Formal 

verification tools ensure the contracts are robust and free 
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Edge gateways aggregate, filter, and preprocess raw data before blockchain submission. 

reliability, especially during attack scenarios. Edge 
intelligence modules enable local detection 

complex attack 

patterns. These models learn from historical and real-time data, identifying new 
without compromising data privacy. Ahmed et al. (2025) 

report that AI-based analytics are 

and block intervals 
adjust dynamically to network performance metrics, balancing security and 

systems based on key performance indicators. 

Figure 1. Data Integrity and Latency Comparison 

 

 

 

 

 

 

 

 

 

This sample figure illustrates the higher data integrity and lower latency of the proposed framework versus a baseline 

system 

Experimental Validation and Real-World Deployment 
The framework is tested through large-scale simulations and a pilot in a hospital with 250 IoT 

Sample Survey Questions for Stakeholder Feedback 

 How effective is the system in detecting and responding to security incidents? 

 How easy is it to audit and verify system logs? 

 What is your perception of the system’s energy use and latency? 

Interoperability and Compliance 

simulation and real-
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world deployment. The framework is tested in IoT and healthcare 

metrics: data integrity, latency, cyberattack resistance, and energy 

consumption. Performance is 

consensus. The NS-3 simulator 

manages realistic network traffic, variable loads, and coordinated 

attacks. Node numbers are scaled from 100 to 10,000. Data packet sizes range 

from 128 bytes to 

Table 2. Key Simulation Parameters 

Parameter Value/Description 

Number of nodes 
100 – 10,000 

Data packet size 
128 bytes – 4 KB 

Simulation duration 24 hours per 

scenario 

Attack scenarios 
MITM, DDoS 

Repetitions 
5 

Consensus protocol Proof-of-Authority 

(PoA) 

Security Workflow 
Validator nodes verify 

transactions and log data immutably. Smart contracts automate anomaly 

Four quantitative metrics are measured and statistically validated 

 

 

 

 

Results for all metrics are tested using two-tailed t-tests at a significance level of p < 0.05. 
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Surveys are distributed to system administrators and users within the pilot environment. 

 

 

 

to ensure reliable 
results. Its main limitation is the need for more extensive pilots in different 
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Table 3. Consolidated Performance Metrics: Proposed Framework vs. Centralized Baseline 

System/Metric 
Data Integrity 

(%) 
Avg. Latency (ms) 

Attack Detection 

(ms) 

Energy per Tx 

(J) 

Proposed 
Framework 

98 23 35 2.6 

Centralized 
Baseline 

61 95 210 1.1 
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Tx 

(J) 

Prop

osed 

Fram

ewor
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98 23 35 2.6 
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ine 

61 95 210 1.1 

Table 3 presents the consolidated performance metrics comparing the proposed framework with the centralized 

baseline. 

Data Integrity Analysis 
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