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Abstract—The increasing adoption of Electronic Medical Records (EMR) in Indonesia has brought about significant challenges related to
data security, consistency in clinical coding, and the influence of Social Determinants of Health (SDOH). These issues are critical as they
impact the effectiveness and reliability of healthcare information systems, potentially compromising patient data and the quality of
healthcare services. This study employed a systematic review of 25 relevant articles published between 2018 and 2023. The articles were
analyzed using the PRISMA approach to identify gaps in the literature concerning the implementation of EMR, data security, and clinical
coding standards in Indonesia. The review also explored the role of SDOH in influencing these factors. The objective of this study was to
explore the challenges and opportunities in integrating SDOH with data security and clinical coding within the framework of EMR
implementation, with a specific focus on Indonesia’s healthcare sector. The findings indicate that data security remains a critical issue, with
many healthcare institutions in Indonesia not fully implementing adequate security measures. The study also revealed inconsistencies in
clinical coding standards across institutions, with only 60% adopting internationally recognized coding systems. Additionally, SDOH such
as digital literacy and access to technology significantly affect EMR adoption, with regions having better technological access showing
more effective implementation.
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I. BACKGROUND

The integration of technology into healthcare systems has become increasingly vital, especially with the rising adoption
of Electronic Medical Records (EMR) in Indonesia. EMR systems are designed to streamline patient information management,
improve the quality of care, and enhance overall healthcare efficiency. However, as healthcare institutions in Indonesia
embrace these digital systems, they face significant challenges related to data security, clinical coding consistency, and the
impact of Social Determinants of Health (SDOH) [1].

Data security is a critical concern in the healthcare sector, where the confidentiality and integrity of patient information
must be safeguarded [2]. In Indonesia, the rapid implementation of EMR systems has exposed gaps in security protocols,
leading to an increased risk of data breaches and unauthorized access. These breaches can have severe consequences, not only
compromising patient privacy but also eroding trust in healthcare providers.

Another challenge lies in the consistency of clinical coding. Clinical coding is essential for accurate diagnosis, treatment
planning [3], and healthcare analytics. However, in Indonesia, the lack of standardized coding practices across healthcare
institutions has led to discrepancies in health data, affecting the quality of patient care and the reliability of health statistics.
This inconsistency hinders the ability to conduct comprehensive healthcare analyses and limits the effectiveness of healthcare
policies.

Social Determinants of Health (SDOH), such as education levels, access to technology, and socioeconomic status, play
a pivotal role in the successful implementation of EMR systems [4]. These factors influence how healthcare providers and
patients interact with EMR technologies, affecting adoption rates and the overall effectiveness of digital health initiatives. In
regions with limited access to technology or lower levels of digital literacy, the adoption and utilization of EMR systems are
significantly hampered, exacerbating disparities in healthcare quality and outcomes [5].

Understanding the interplay between these challenges—data security, clinical coding, and SDOH—is crucial for
optimizing the implementation of EMR systems in Indonesia [6]. Addressing these issues requires a comprehensive approach
that includes enhancing security measures, standardizing clinical coding practices, and considering the broader social factors
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that influence healthcare technology adoption. By doing so, Indonesia can fully leverage the potential of EMR systems to
improve healthcare delivery and patient outcomes across the country [7].

II. METHOD
This study employed a systematic review approach to analyze existing literature on the implementation of Electronic
Medical Records (EMR), data security, clinical coding, and the impact of Social Determinants of Health (SDOH) in Indonesia.
The systematic review was conducted following the Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines, ensuring a rigorous and transparent research process [8]. a) Literature Search
The literature search was performed using multiple academic databases, including PubMed, Scopus, Google
Scholar, and the Indonesian National Repository (Portal Garuda). The search was limited to articles published between
2018 and 2023 to capture the most recent developments in EMR implementation and related challenges. Keywords used
in the search included "Electronic Medical Records," "data security," "clinical coding," "Social Determinants of Health,"
"Indonesia," and "health information systems." [9]
b) Inclusion and Exclusion Criteria
To ensure the relevance of the selected studies, the following inclusion criteria were applied:
* Articles that focused on the implementation of EMR systems in healthcare settings.
* Studies discussing data security and privacy concerns related to EMR.
* Research addressing clinical coding practices and standards in healthcare institutions.
* Studies examining the impact of SDOH on the adoption and effectiveness of EMR.
* Articles published in peer-reviewed journals or reputable conference proceedings.

Exclusion criteria included: [10]
* Articles not related to the Indonesian healthcare context.
* Studies published before 2018.
* Non-English and non-Indonesian language publications.
* Articles that did not provide empirical data or were purely theoretical.
c¢) Data Extraction and Analysis
Data extraction was carried out using a standardized form to collect information on study characteristics, including
the year of publication, study design, objectives, key findings, and conclusions. The extracted data were then analyzed
thematically to identify common challenges and opportunities related to EMR implementation, data security, clinical
coding, and the influence of SDOH [11].
d) Quality Assessment
The quality of the selected studies was assessed using the Critical Appraisal Skills Programme (CASP) checklists,
which evaluate the validity, relevance, and applicability of the research. Studies were categorized as high, medium, or low
quality based on their adherence to rigorous research standards [12].
e) Synthesis of Results
The findings from the selected studies were synthesized to provide a comprehensive overview of the challenges
and opportunities in EMR implementation in Indonesia. The synthesis also highlighted the interconnections between data
security, clinical coding, and SDOH, providing insights into how these factors collectively impact the effectiveness of
EMR systems in the Indonesian healthcare sector [13].
This methodical approach ensured that the study provided a well-rounded analysis of the current state of EMR
implementation in Indonesia, identifying key areas that require attention to optimize the benefits of digital health
technologies in the country.

ITII. RESULTS AND DISCUSSION
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Data Security in EMR

The analysis of data security in Electronic Medical Records (EMR) revealed significant challenges in Indonesia's
healthcare institutions [14]. Approximately 70% of the surveyed institutions reported issues with data security, such as
inadequate encryption, shared user IDs, and unauthorized access. These security lapses increase the risk of data breaches, with
recent data indicating a 15% rise in patient data breaches compared to the previous year. This highlights the urgent need for
improved security protocols and stricter enforcement of data protection regulations [15].

On the positive side, about 30% of the institutions have successfully implemented robust data security measures,
including multi-factor authentication and regular security audits, demonstrating the potential for wider adoption of these
practices [16].

Clinical Coding Consistency

Clinical coding consistency remains a significant challenge, with 60% of the institutions facing difficulties in
maintaining standardized coding practices [17]. The inconsistency in clinical coding impacts the accuracy of health data,
leading to discrepancies in treatment outcomes and healthcare analytics. For example, only 60% of the institutions use
internationally recognized clinical coding standards, while the remainder rely on local or outdated systems, which are not
compatible with global health data standards [18].

However, 40% of the institutions have made strides in adopting standardized clinical coding practices, often driven by
international partnerships and training programs [19]. These institutions serve as models for others to follow in improving
coding accuracy and consistency.

The Impact of SDOH on EMR Implementation

Social Determinants of Health (SDOH) significantly affect EMR implementation in Indonesia [20]. The study found
that 55% of healthcare institutions in regions with low technological access struggle with EMR adoption. Challenges include
insufficient training for healthcare workers and limited access to necessary infrastructure. In contrast, 45% of institutions in
regions with better technological access have successfully implemented EMR systems, demonstrating higher adoption rates
and more effective use of digital health technologies [21].

The graphic above illustrates the percentage of institutions facing challenges and successfully implementing solutions
across the three key areas of EMR implementation: data security, clinical coding, and the influence of SDOH [22]. The
disparity between challenges and opportunities underscores the need for targeted interventions to bridge these gaps,
particularly in under-resourced regions [23].

Conclusion

The results of this study underscore the critical challenges in data security, clinical coding consistency, and the impact
of SDOH on EMR implementation in Indonesia. While significant progress has been made in some areas, there is still much
work to be done to ensure the effective and secure adoption of EMR systems across the country. Collaboration between
government, healthcare institutions, and technology providers is essential to address these challenges and capitalize on the
opportunities for improving healthcare delivery through digital health technologies.

IV. CONCLUSIONS AND SUGGESTIONS
Conclusion

The study reveals that the implementation of Electronic Medical Records (EMR) in Indonesia faces significant
challenges, particularly in data security, clinical coding consistency, and the impact of Social Determinants of Health (SDOH).
The findings indicate that:

Data Security: A substantial portion of healthcare institutions in Indonesia struggle with implementing robust data
security measures. The rise in data breaches highlights the need for enhanced security protocols and more stringent
enforcement of data protection regulations.

Clinical Coding Consistency: Inconsistencies in clinical coding across healthcare institutions hinder accurate health
data analysis and the reliability of healthcare services. The lack of standardized coding practices remains a barrier to effective
healthcare delivery and policy-making.
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Impact of SDOH on EMR Implementation: SDOH, such as access to technology and levels of digital literacy,
significantly influence the success of EMR adoption. Institutions in regions with limited technological access face greater
challenges in implementing EMR systems, which exacerbates disparities in healthcare quality.

Despite these challenges, the study also highlights opportunities for improvement. Institutions that have successfully
addressed these issues demonstrate that with the right resources and strategies, the effective and secure implementation of
EMR systems is achievable.

Suggestions

To address the challenges identified in this study, the following suggestions are proposed: Implement multi-factor
authentication, encryption, and regular security audits across all healthcare institutions; Establish and enforce national
standards for data security in healthcare to reduce the risk of data breaches; Provide continuous training for healthcare staff
on data security best practices.; Develop and implement a national framework for clinical coding that aligns with international
standards; Facilitate training programs for healthcare professionals to ensure consistent application of coding practices;
Encourage the adoption of interoperable health information systems to improve data accuracy and reliability; Invest in digital
infrastructure and training programs in under-resourced regions to improve access to technology and digital literacy; Develop
targeted interventions that address the specific needs of regions with low EMR adoption rates, considering local SDOH factors;
Promote collaboration between government agencies, healthcare providers, and technology firms to support the widespread
and equitable implementation of EMR systems. implementation.
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